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Summary 
 
Risk is the chance of something happening that will have an impact on what we set out to 
achieve.  
 
Risk management is the process for dealing with this effectively – identifying, evaluating, 
prioritising and mitigating the risks. It is not an end in itself. Effectively managing our risks 
means that we can maximise opportunities and minimise the costs and disruption to the 
Council caused by undesired events.  
 
Risk appetite is the “amount and type of risk that an organization is prepared to pursue, 
retain or take". This is reviewed annually alongside this framework. 
 

 
1. Introduction 
 
This document provides guidance to all employees and elected Members about risk 
management. It covers definitions and policy, risk appetite, the process of risk management 
itself and monitoring and reporting arrangements.  
 
Further detailed guidance is available from the Transformation team if required and access 
to the virtual regional group – Greater Lincolnshire Risk Management Group (GLRMG) – a 
useful network for good practice, advice and support as required.  
 
Good risk management is essential to the success of the Council and we are all aware of 
high profile collapses and disasters that have resulted from poor risk management. Not only 
that but we also have a legal requirement to demonstrate good governance and a statutory 
duty under the Civil Contingencies Act to be resilient in respect of the local risks we face 
such as flooding. 
 
The aims and objectives of this framework are: 

 To be clear and consistent about definitions, processes and procedures, roles and 
responsibilities 

 To define the Council's risk appetite and tolerance levels 

 To raise awareness of the benefits of effective risk management both in terms of 
avoiding negative outcomes but also in terms of taking opportunities and learning 
lessons 

 To embed risk management into the culture of the organisation  

 
1.1 Definition of risk management  
 
 

“Risk management is the process of identifying risks, evaluating their probability and 
potential consequences and determining the most cost effective methods of controlling and 
/or responding to them. It is not an end in itself. Rather, risk management is a means of 
maximising opportunities and minimising the costs and disruption to an organisation caused 
by undesired events”  

‘Risk Management – A Key to Success,’ published by ALARM  
(Association of Local Authority Risk Managers), February 2001 
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The process can be summarised as: 
 

 
 
The rationale is to: 

 Maximise opportunities 

 Minimise costs and disruption caused by undesired events 

 
1.3 Risk Management policy statement  
 
Risk is the chance of something happening that will have an impact on what we set out to 
achieve. This could be positive (i.e. an opportunity) or negative (i.e. a threat). It could be 
high-level (affecting our overall objectives) or low-level (affecting an individual task) with 
several degrees in between.  
 
As an organisation we have identified our strategic risks and have a process in place to 
control and monitor them. We regularly review them (at least annually) to ensure that the 
strategic risk register remains up-to-date. We also have a system in place to identify project 
and operational risks at an early stage and again to control and monitor them effectively.  
 
The aim is to manage risk rather than to eliminate it. Too little attention to the control of risk 
will lead to unnecessary losses and poor performance. An over zealous approach to risk 
control can stifle creativity and service delivery and may mean that opportunities for 
improvement are missed. Successful risk management means getting the balance right, 
thereby making the best use of available resources. We identify actions to reduce negative 
risks to an agreed acceptable level and this is monitored via the risk register.  
 
The management of risk should not be viewed in isolation; it forms an integral part of the 
Council’s business. The risk management process forms part of the service planning 
framework. In addition risk management techniques can be used when considering new 
service delivery methods or policy options. Much risk management already takes place 
intuitively.  
 
There is clear ownership of risks at all levels within the authority and we expect partner 
organisations and contractors to have suitable risk management arrangements. We are 
working closely with the Greater Lincolnshire Risk Management Group (GLRMG) on all 
aspects of risk management, as a useful network for good practice.  
 
1.4 Annual review  
 
This Risk Management Framework is subject to annual review as part of the service planning 
cycle. 
 
  

Identify risks
Evaluate 

probability

Evaluate 
potential 

consequencies

Determine 
response
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2. Risk appetite 
  
The ISO 31000 risk management standard refers to risk appetite as the:  
 

 
"Amount and type of risk that an organization is prepared to pursue, retain or take".  
 

 
This is reviewed annually alongside the review of this framework and the strategic risk 
register.  
 
The appropriate level will depend on circumstances and must be appropriate given our 
corporate objectives. For example, where public safety is involved our appetite will tend to 
be low, while for an innovative project that is a key part of our transformation programme, it 
may be higher, recognising that there will be uncertainty and the potential for things to go 
wrong but the potential rewards will be higher too.  
 
2.1 Risk appetite categories  
 
Averse: Avoidance of risk and uncertainty; minimal exposure to risk preferred; consequently 
likely to be low potential for reward / achieving a stretching objective; corresponding risk 
score = low 
 
Cautious: Preference for safe options with a low to medium degree of risk only; again this 
is likely to consequently reduce the potential for reward / achieving a stretching objective; 
tight controls in place; corresponding risk score = low to medium  
 
Open: Willing to consider all potential options and choose the one most likely to achieve the 
objective, while also providing an acceptable level of reward and value for money; balanced 
approach recognising that things may go wrong but we will learn from them; corresponding 
risk score = medium  
 
Hungry: Eager to be innovative and to choose options offering potentially higher rewards, 
despite greater inherent risk; willing to tolerate uncertainty and accept possibility of 
significant loss; corresponding risk score = high  
 
2.2 Corporate risk appetite 
  
Corporately, the risk appetite is generally ‘open’ and the specific risk appetites are set out in 
the relevant risk registers – strategic and operational (the latter covering service specific, 
project and partnership risks). This enables us to be consistent across the Council and to 
encourage a balance between caution and innovation. It also avoids resources being spent 
on further reducing risks that are already at an acceptable level based on risk appetite.  
 
3. Roles and responsibilities  
 
The successful management of risk is a collective responsibility for all Members and 
employees. The council has a duty to the community to manage its resources economically, 
efficiently and effectively.  
 
  



APPENDIX A 

5 
 

It is the responsibility of all Elected Members to be aware of the risk management 
implications of their actions, decisions and public statements. All decision making reports 
include a section identifying any key risks. Elected Members can ask for these and any other 
risks which they have identified to be fed into the Council’s risk process e.g. an operational 
risk may be passed to the service manager to lead on, a strategic risk may be passed to 
Audit & Governance Committee and/or Cabinet to debate.  
 
It is the responsibility of Cabinet Members:  

 To agree an effective strategy and framework to manage risks within the Council  

 To set the Council’s risk appetite in conjunction with senior managers and the Audit 
& Governance Committee  

 To receive exception reports on risk management (focused at the strategic level) as 
part of the established quarterly monitoring and to recommend action where 
necessary  

 To agree the Council’s response to its highest risks i.e. doing what is practicable to 
reduce the risk, whilst not using a disproportionate amount of resource  

 To formally consider risk management implications when making decisions  

 To hold the Audit & Governance Committee and CMT accountable for the effective 
management of risk  

 
The Leader is the Cabinet lead on risk management issues. It is their responsibility to 
promote awareness of potential risk implications at Cabinet level. For example, to pay 
particular attention to the risk elements in decision making reports; to be available to 
colleagues to discuss risks; to be satisfied that the risk arrangements are in place and 
working well; to present the quarterly risk information to Cabinet. 
 
It is the responsibility of the Audit & Governance Committee:  

 To have an overview of risk management in the Council  

 To carry out an annual review of the risk management framework, including the risk 
appetite, and to recommend it to Cabinet for approval  

 To carry out an annual review of the strategic risk register and to recommend it to 
Cabinet for approval  

 
It is the responsibility of the Corporate Management Team (CMT):  

 To have an overview of risk management in the Council at officer level  

 To carry out an annual review of the risk management framework, including the risk 
appetite, and to recommend it to the Audit & Governance Committee for 
consideration  

 To manage strategic risks and to ensure that all other risks are appropriately 
managed by receiving regular exception reports  

 To ensure that the Council’s risk management framework is applied in their service 
areas by agreeing relevant risk appetite, risk assessments, prioritisation of risks and 
action plans  

 To ensure that key contracts and partnerships have arrangements in place to 
effectively identify and manage risks  

 To advise elected Members of the risk management implications of their decisions  
 
The Head of Finane is the strategic champion for risk management and is responsible for 
liaising with the Portfolio holder on risk management issues. It is their responsibility to 
promote awareness of potential risk implications at CMT level. For example, to pay particular 
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attention to any risk issues raised at CMT meetings; to be available to CMT to discuss risks; 
to be satisfied that the risk arrangements are in place and working well.  
 
It is the responsibility of service managers:  

 To have an overview of risk management in the Council at officer level  

 To contribute to the annual review of the risk management framework, including risk 
appetite  

 To ensure that the Council’s risk management framework is applied in their service 
areas by identifying, assessing, reporting and monitoring risks and setting risk 
appetites  

 To contribute to the management of strategic risks in support of CMT  

 To manage operational and project risks for which they are the identified lead 
including setting risk appetites, populating and updating risk registers and 
establishing appropriate action plans  

 To ensure that key contracts and partnerships have arrangements in place to 
effectively identify and manage risks  

 To advise elected Members of the risk management implications of their decisions  
 
It is the responsibility of the Transformation team  

 To co-ordinate the Council’s approach to risk management  

 To annually review the framework, including risk appetite, and present to CMT, Audit 
& Governance Committee and Cabinet  

 To facilitate annual workshops with CMT and SMT to identify strategic risks and 
establish the corporate risk appetite  

 To attend team meetings from time to time to raise awareness of risks and 
opportunities  

 To ensure that action plans are drawn up and monitored with exception reporting to 
CMT & Cabinet on high residual risk areas  

 To maintain the risk register and to prompt updates as required  

 To identify and report any common trends and patterns and links e.g. to service 
planning  

 To work with the virtual Greater Lincolnshire Risk Management Group (GLRMG) and 
ALARM (the national forum for risk management in the public sector)  

 To provide training as appropriate, including induction  
 
It is the responsibility of Project leads:  

 To ensure that the Council’s risk management framework is applied to their project 
by identifying, assessing, reporting and monitoring risks and setting the risk appetite  

 To exception report via quarterly reporting as appropriate  
 
It is the responsibility of all employees: 

 To be aware of the Council’s risk management framework  
 To have an understanding of the risks that arise within their area of work  

 To participate in risk management training as appropriate  

 To challenge practices, identify new ways of doings things and be innovative  

 To learn lessons from risk management rather than apportion blame and to 
concentrate at least as much on how risks have been managed in any given situation 
rather than just the outcome if something goes wrong  
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4. Risk process  
 
4.1 Summary process  
 

 
 
4.2 Identify risk/s  
 
The 15 categories of risk to prompt identification and to help to identify the cause / source 
of risks are: 
 

Contractual/Supplier Governance Physical 

Customer/Citizen Legal Political 

Economic Legislative/Regulatory Procurement/Competitive 

Environmental Managerial/Professional Social/People 

Financial Partnership Technological 

 
Other prompts for identifying risks include: 
 

Actions in service plans Changes in processes 

Decision-making reports Finance 

Health and safety risks Partnership working 

Policy changes Project management process e.g. new business case 

 
Risks are more easily understood and managed if they are framed as scenarios i.e. broken 
down into their component parts. The first part is to identify the root cause or source of the 
risk. The second part is to identify the consequences.  
 
One or more of the categories above will usually prompt the source of the risk. The 
consequences tend to focus on four key areas – service delivery; finance; reputation; and/or 
people. 
 
 

•Document the objectives as a starting point

•What are we trying to achieve?Objectives
•Identify risk/s - prompts available

•What might stop us from achieving our objectives?Identify
•How likely is the risk to occur?

•What would be the impact if the risk did occur?Evaluate
•Set the risk appetite

•What level of risk is acceptable?Appetite
•Is mitigation required?

•If so, record actions in Performance Plus for monitoringResponse

•Quarterly monitoring and reportingMonitor



APPENDIX A 

8 
 

 
4.3 Evaluate likelihood and impact 
 
Evaluating the likelihood and impact of each risk enables us to profile them and focus 
attention on the higher risks which are beyond our risk appetite.  
 
It may require additional information gathering to be able to assess the likelihood and impact 
of the risk accurately and the tables below provide a guide to ‘scoring’. The ‘score’ enables 
the risks to be prioritised and managed accordingly. It does not have any value on its own, 
simply in relation to other risks to set priorities. 
 

LIKELIHOOD (PROBABILITY) 

1 
HARDLY EVER 

2 
POSSIBLE 

3 
PROBABLE 

4 
ALMOST CERTAIN 

Never happened 
Happened a few times 

in 10 years 
Numerous times 

in 10 years 
Often in last 10 years 

No more than once 
in 10 years 

Happened in last 3 years Happened in last year 
More than once 

in last year 

Extremely unlikely 
to ever happen 

Could happen 
again in year 

Likely to happen 
again in year 

Expected to happen 
again in year 

 
IMPACT (CONSEQUENCES) 

 SERVICE DELIVERY FINANCE REPUTATION PEOPLE 

4 
CRITICAL 

Prolonged 
interruption to core 

service; 

Failure of key 
strategic project 

Severe costs incurred; 

Financial loss >£160,000; 

Impact on whole Council; 

Statutory intervention 

National media 
interest seriously 
affecting public 

opinion 

Loss of life; 

Multiple casualties 

3 
MAJOR 

Key targets missed; 

Some services 
compromised 

Significant costs incurred; 

Financial loss <£160,000; 

Re-jig of budgets 
required; 

Service budgets 
exceeded 

Local media 
interest; 

Comment from 
inspectors; 

Impact on public 
opinion 

Serious injuries; 

Traumatic 
experience; 

Exposure to 
dangerous conditions 

2 
MINOR 

Management action 
required to overcome 
short-term difficulties 

Some costs incurred; 

Financial loss <£25,000; 

Minor impact on budgets; 

Handled by line manager 

Limited local 
publicity; 

Mainly within 
local government 

community; 

Causes staff 
concern 

Minor injuries or 
discomfort; 

Feelings of unease 

1 
NEGLIGIBLE 

Handled within 
normal day-to-day 

routines 

Little loss anticipated; 

Financial loss <£10,000 

Little or no 
publicity; 

Little staff 
comment 

 

 
The risks are then plotted on the risk matrix over the page to provide a summary of the 
overall risk profile and enable us to focus attention on the highest risks in the top right hand 
(red) quadrant. 
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Risk matrix 
 

L
IK

E
L

IH
O

O
D

 Almost certain 4 4 8 12 16 

Probable 3 3 6 9 12 

Possible 2 2 4 6 8 

Hardly ever 1 1 2 3 4 

 

1 2 3 4 

Negligible Minor Major Critical 

IMPACT 

 

Risk score Risk / opportunity label Colour Risk appetite 

1 to 2 Low risk / low opportunity Grey Averse 
3 to 4 Low to medium risk / low to medium opportunity Green Cautious 
6 to 9 Medium risk / medium opportunity Blue Open 
12 to 16 High risk / high opportunity Red Hungry 

 

4.4 Set the risk appetite  
 

Risk appetite is dynamic and will change depending on the type of risk i.e. strategic, service 
specific, project or partnership risk.  
 

The overall corporate risk appetite is reviewed and agreed annually and relates to strategic 
risks. Cabinet Members and senior managers debate and agree the level of risk they are 
willing to accept or take and gain a shared understanding of the risks facing the Council. 
The corporate risk appetite is documented in this framework and in the strategic risk register.  
 

At the service level, Heads of Service and their managers debate and agree the level of risk 
they are willing to accept or take and gain a shared understanding of the risks facing their 
service/s. This is documented in the operational risk register.  
 

Project risks are debated and agreed by the project team and the level of risk the team are 
willing to accept or take is agreed and documented (in the business case and the operational 
risk register), signed off by the project sponsor.  
 

Partnership risks are debated and agreed by the partnership and the level of risk the 
partnership are willing to accept or take is agreed and documented (in the partnership 
register and the operational risk register).  
 

Columns have been added to the monitoring spreadsheet to record risk appetite and identify 
those risks which are beyond the risk appetite and therefore require mitigation (see over). 
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4.5 Agree response  
 
The risk appetite will dictate the most appropriate response to control each risk.  
 
A useful framework is to use the 4Ts of risk control:  
 

 Terminate – rarely, we may be able to stop doing the activity altogether and thereby 
remove the risk altogether  

 Tolerate – accept the risk and live with it because it is within our risk appetite and the 
cost of mitigating action would outweigh the benefits  

 Transfer – move all or part of the risk to a third party or through insurance; however, 
sometimes accountability still remains, particularly with a Council, so caution is 
advised  

 Treat - take action to control the likelihood and/or impact and set a target to move the 
risk to within the risk appetite once the action has been implemented  

 
Those risks within the risk appetite are generally acceptable and require no further 
intervention. However, they should still be documented and monitored to ensure they do not 
move beyond the risk appetite in the future. Those risks beyond the risk appetite require 
mitigation.  
 
Any existing mitigating actions should be challenged to see if they are appropriate and then 
any extra or alternative actions should be considered. Should the risk be avoided, 
eliminated, reduced, transferred or accepted? 
  
A column has been added to the monitoring spreadsheet to record which of the risk controls 
is being applied. Further columns have also been added so that, where the risk control is 
‘treat’, we can cross reference to the action in Performance Plus and set a target risk.  
 
It is important to make sure that any action taken is appropriate to the risk and not to take 
action for the sake of it. A cost benefit analysis may be needed to help to achieve the right 
balance. 
 
It also helps to be clear about exactly what is being treated – cause, consequence, 
likelihood, impact or a combination.  
 
Control actions should always be SMART – Specific, Measurable, Achievable, Realistic and 
Time-bound. 
 
Review cycles will depend largely on the level of risk with high risk areas being reviewed 
more frequently than lower risk areas.  
 
The overall process and all risks will be reviewed at least annually. Reviews may also be 
triggered by changes in circumstance, as risks do not remain static. 
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4.6 Monitoring and reporting  
 
The two risk registers are held in Alfresco and are reviewed annually as part of service 
planning.  
 
The strategic risk register is reviewed annually and updated and reported quarterly in the 
quarterly report to Cabinet and Audit & Governance Committee. 
  
The operational risk register holds service specific, project and partnership risks and is also 
updated quarterly with exception reporting in the quarterly report at the discretion of Heads 
of Service e.g. if the risk has increased sufficiently to cause concern corporately or if 
additional mitigating action is required.  
 
5. Links to other risk-related areas of work  
 

 Fraud awareness and training – credit control team  

 Emergency planning and business continuity – emergency planning team  

 Insurance – finance team  

 Health & Safety – health & safety officer in the people services team  

 Information management and security – information management group and IT team  
 


